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Overview and Identification

This section provides an overview of Acme Financial and identifies SQL Servers which are part of the Review.

Acme Financial Overview

Acme Financial is a full service investment firm and wholly owned subsidiary of Big Financial Firm, Inc. Acme is one of leading investment dealers with over 1000 employees including more than 500 investment advisors. Corporate offices are located in New York. The IT organization …

	Name
	Title

	Jim Half
	IT Department Head

	Luke Wilson
	Manager, Helpdesk

	Janet Hanna
	Manager, Systems Development

	Michael Richardson
	Manager, Technology Operations

	Veronica Mills
	Manager, Training

	Jason Alexander
	System Administrator

	Lyn Anderson
	System Administrator


The internal network consists of 100 servers and over 750 workstation running NT 4.0, Windows XP, Windows 2000, and Windows 2003. Internet connection is provided by Big Telecom. 
Identify SQL Servers to be reviewed

 The Acme SQL Servers consist of:

	Server Name
	Usage
	SQL Edition
	OS
	Comments

	SQLPRD1
	Production
	SQL 2000 sp3 SE
	W2K
	Missing 818 hotfix

	SQLPRD2
	Production
	SQL 2000 sp3 EE
	NT4
	Missing 818 hotfix

	SQLPRD3
	Production
	SQL 2000 sp3 SE
	NT4
	Missing 818 hotfix

	SQLPRD4
	Production
	SQL 7 sp2 SE 
	NT4
	Missing sp4 & hotfix

	SQLPRD5
	Production
	SQL 2000 sp3 SE
	W2K
	Missing 818 hotfix

	SQLDEV1
	Development
	SQL 2000 sp3 EE
	W2K
	Missing 818 hotfix

	SQLDEV2
	Development
	SQL 2000 sp3 SE
	NT4
	Missing 818 hotfix


Review Checklist

Check 1 - SQL Server Licensing

	Reference
	Where to Find Information About SQL Server Licensing:

 http://support.microsoft.com/default.aspx?scid=kb;en-us;317428


	Objective
	SQL Server licensing is in compliance with the SQL Server licensing agreement.

	Risk
	Running SQL Server improperly or unlicensed can result in fines

	Compliance/

Expected 

Results
	· All SQL Servers are properly licensed

	Review Details
	The data will be collected through interviews and reviewing existing documentation

	Review Results
	Non Compliance

	Reviewer Notes
	The SQLPRD1 and SQLPR5 database servers are accessed by clients and require per processor SQL Server licenses.   Three SQL Servers: SQLPRD2, SQLPRD3, SQLPRD4 have SQL Server Enterprise Edition installed, even though no Enterprise Edition features are needed or used.  Some of these servers are licensed for SQL Server standard edition or unlicensed.  


Check 2 - Change, Configuration, and Release Management

	Reference
	SQL Server 2000 Operations Guide: Change, Configuration, and Release Management:

http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/sqlops2.mspx


	Objective
	Documented processes exist for changing applications and systems in a predictable fashion with minimal or no interruption in service.

	Risk
	A lack of change management is major cause of data center failures. This can lead to introduction of bugs and impact application availability.

	Compliance/

Expected Result
	· Each database has at least a production and development environment (Preferably  testing and staging environments also)

· Changes are tested prior to moving to production

· A change request form or process is used which includes retaining a record of changes.

· An emergency change process exists.

· Before changes are introduced into production all involved parties (network admin, DBA, help desk, user community) are notified. After change is complete, status is communicated to same people.

· Production changes are implemented through tested and repeatable implementation scripts which include exception handling.

· Contingency plans are created when implementing production changes

· Databases objects and scripts are stored in a version control system.

· A run book exists for each SQL Server

· A Standard configuration for all SQL Servers exists and exceptions to the standard are documented



	Review Details
	The data will be collected through interviews and reviewing existing documentation.

	Review Results
	Partial Compliance - production changes are implemented manually rather than through tested and repeatable implementation scripts.  Run books and standard configurations do not exist for SQL Servers.

	Reviewer Notes
	Software changes are moved to production a few times a week.  Changes are documented in a tracking system and communicated to DBA group.  Development works together with DBAs to implement production changes after 4 PM on weekdays.


Check 3 - Security Administration

	Reference
	SQL Server 2000 Operations Guide: Security Administration:

http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/sqlops3.mspx
10 Steps to Help Secure SQL Server 2000

http://www.microsoft.com/sql/techinfo/administration/2000/security/securingsqlserver.asp
SQL Server 2000 SP3 Security Features and Best Practices: Security Best Practices Checklist

http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/sp3sec04.mspx


	Objective
	Data is configured and managed in a secure manner. Note: security is a broad topic and this basic security review does not cover all areas SQL Server security

	Risk
	A weak security foundation may lead to a security breach such as data loss, data disclosure, loss of system availability, corruption of data and so forth.

	Compliance/

Expected 

Results
	· The most recent SQL Server Service Pack and security hotfixes are installed

· Membership in the sysdmin fixed role is restricted to key personnel

· Use of database role db_owner is restricted to logins which require elevated privileges

· Blank or trivial passwords are not used

· Rights to guest account is limited

· Failed login attempts are Reviewed

· Backup/Restore procedures exists and are documented

· Server placed in physically secure location (computer room)



	Review Details
	The data will be collected through interviews, reviewing existing documentation, and querying system configuration.

	Review Results
	Non Compliance -- sysadmin membership includes non system admin personnel. The db_owner role includes additional logins which may not require elevated privileges. Logging of failed login attempts is not enabled. Although a backup and restore process exists there isn’t documentation providing details on retention and backup location.  Several production databases do not have current backups. The guest account has not been granted additional permissions. The servers are located in a physically secure location with dry fire suppression system. All servers reviewed were missing SQL Server service packs and/or hotfixes.  MSDE installations have not been patched and are vulnerable to the SQL Slammer and other viruses

	Reviewer Notes
	Syadmin and dbo SQL login privilege reports can be compiled upon request. Passwords where not tested during this review. A list of last backup times for each database can be compiled upon request.  


Check 4 - System Administration

	Reference
	SQL Server 2000 Operations Guide: Security Administration:

http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/sqlops4.mspx


	Objective
	A team is responsible for database administration and routine database administrative tasks are performed.

	Risk
	A neglected SQL Server may lead to a performance and availability issues such as poor running queries, unrecoverable databases, and supportability issues due to lack of standards or documentation.

	Compliance/

Expected 

Results
	· DBA support is available during working and non-working hours

· Multiple team members can provide DBA support (no single point of failure)

· Database maintenance (index and integrity) is performed on a routine basis

· Routine tasks are automated through jobs and alerts

· Memory settings are appropriate to SQL Server and Windows edition

· Every database has a documented backup/restore plan for disaster recovery

· Transaction log backups are configured and scheduled for all production systems

	Review Details
	The data will be collected through interviews, reviewing existing documentation, and querying system configuration.

	Review Results
	Partial Compliance -- DBA support for some SQL Server administration functions is available; however advance support including performance tuning is not available. Only one member of staff is able to provide base level SQL Server administration support. Database maintenance is performed regularly. SQL Agent is used to schedule routine tasks. The following SQL Servers have SQL Server 2000 Enterprise Edition installed and do not have more than 2 GB of memory or more than 4 processors: SQLPRD2, SQLPRD3, and SQLPRD4. This is an inappropriate and more expensive SQL edition which does not yield any performance benefits given the current server H/W configuration. Transaction log backups are only performed for a few production databases.

	Reviewer Notes
	The configuration of SQL Server Agent alerts was not reviewed. Base SQL Agent alerts should be enabled if they are not already.


Check 5 - Monitoring and Control

	Reference
	SQL Server 2000 Operations Guide: Monitoring and Control:

http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/sqlops5.mspx


	Objective
	A real-time proactive service and application monitoring has been adopted

	Risk
	A lack of proactive monitoring will result in increased downtime due to the inability to know services down or degraded. Preventable downtime not caught proactively. A lack of performance baseline results in the inability to determine acceptable from unacceptable performance.

	Compliance/

Expected 

Results
	· Health of services are monitored in real-time to determine state (up; down; marginal)

· Potential service interruptions are caught before outages occur

· Alerts are generated for service level exceptions

· Action is taken in a timely matter to resolve alerts

· Tools are available to staff to implement monitoring

· Tools are available to staff to investigate performance degradation

· Baseline performance has been established and documented for each SQL Server

· Performance reports are routinely gathered and analyzed

· Logs (Event Viewer, SQL Error log, SQL Agent log, and Job History) are regularly reviewed for exception conditions

· H/W monitoring is implement using a tool such as Insight Manger from HP

· Gathered Statistics are used for capacity planning disk drives and determining database growth rates



	Review Details
	The data will be collected through interviews, reviewing existing documentation, and querying system configuration.

	Review Results
	Partial Compliance – Microsoft Operations Manager (MOM) is used monitor and report on SQL Servers. MOM provides performance alerting and statistics. The data captured by MOM is permanently retained for later review. MOM is used to monitor service availability however MOM is not installed on several production servers including: SQLPRD1, SQLPRD2. Due to lack of complete service status monitoring service interruptions are not always alerted, caught immediately or resolved in timely manner. MOM provides the ability to review past server performance which the staff regularly reviews. MOM data is not currently used to a larger extent for capacity planning and growth analysis. Logs are regularly reviewed for exception conditions, however this is a currently a manual process. H/W monitoring is accomplished using HP Insight which is not installed on all servers 

	Reviewer Notes
	


Check 6 - Capacity and Storage Management

	Reference
	SQL Server 2000 Operations Guide: Capacity and Storage Management:

http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/sqlops6.mspx


	Objective
	Capacity and storage components of database server are configured to meet requirements of capacity, throughput and performance.

	Risk
	A lack of capacity and storage management will result in increased downtime due to the inability to know when to add storage or server resource capacity. 

	Compliance/

Expected 

Results
	· Database application usage patterns are known

· Bandwidth provided by current network is known

· Capacity requirements are reviewed at least every six months or whenever the load handled by SQL Server has grown somewhat

· Historical usage trends of application are evaluated to determine if additional H/W is needed or if application/database changes will resolve performance issues

· A record of system performance over time is kept

· Standard configuration of all SQL Servers across the organization

· Log and transaction files are kept on separate physical disks

· SQL Server disk drives have at least 20% free space

· OS is kept on separate mirrored disk

· Database files and log are kept on some type of RAID array with redundancy

	Review Details
	The data will be collected through interviews, reviewing existing documentation, and querying system configuration.

	Review Results
	Partial Compliance -- Database usage patterns are known by development and DBA staff. MOM stores historical server performance over time. A standard configuration for all SQL Servers exists however it is not documented. Transaction log and data files are kept on separate logical disk; however they are co-located on the same physical disk. Placing the transaction log on a separate mirrored disk from the data file is a recommend best practice which can yield I/O performance benefits. The OS is kept on a separate mirrored disk. All SQL Servers use redundant disks.

	Reviewer Notes
	Capacity planning and disk free space were not reviewed.


Check 7 - Problem and Incident Management

	Reference
	SQL Server 2000 Operations Guide: Problem and Incident Management:

http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/sqlops7.mspx


	Objective
	Problem and incident management procedures are implemented and documented.

	Risk
	A lack of clear and documented problem management process will result in increased downtime due to the confusion that inevitably occurs during a problem. Having clear and document process eliminate the source of much of the confusion.

	Compliance/

Expected 

Results
	· Documented problem and incident management process

	Review Details
	The data will be collected through interviews and reviewing existing documentation

	Review Results
	Compliance

	Reviewer Notes
	Problems and incidents are entered and managed using a tracking system.


Check 8 - Service Management

	Reference
	SQL Server 2000 Operations Guide: Service Management:

 http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/sqlops8.mspx


	Objective
	A service level agreement (SLA) has been adopted.

	Risk
	A lack of an SLA can result in unclear service level expectation between multiple parties and inconsistent response times. An SLA is a tool which is used to improve operating conditions and justify H/W, S/W, and staffing levels. An SLA is also used to prioritize customer issues.

	Compliance/

Expected 

Results
	· An SLA has been negotiated and agreed upon

· A trouble-ticket system has been adopted

· A bug tracking system has been adopted

· The help desk function exits

	Review Details
	The data will be collected through interviews and reviewing existing documentation

	Review Results
	Compliance 

	Reviewer Notes
	SLAs have not been formally negotiated; however, general expectations are known. Maintenance windows are available on weekday evenings and weekends.  Service problems are reported to the Help Desk and documented in a tracking system. Software bugs and fixes are also documented in a tracking system.   


Review Report

Executive Summary

The IT staff at Acme is knowledge, professional and responsible for a huge infrastructure.  There are six primary areas that warrant further investigation:

1. SQL Server installations are not compliant with licensing.  The SQLPRD1 and SQLPRD2 servers are accessed by clients via the Internet and are not licensed as per processor. Three servers have SQL Server enterprise edition installed, although they only appear to need standard edition, and may not be licensed for enterprise edition.  SQL Server is installed on a total of seven servers.  SQL Server licenses should be verified for all of these servers.      

2. Service packs and patches are not current.  The servers with SQL Server 2000 nearly all have the current service pack 3 applied; however, none of them have the 818 security rollup patch.  
3. Transaction logs are not on separate RAID arrays from the database.  Although transaction logs and data are on separate drive letters, in most cases they share the same RAID array
4. Several servers are using operating systems that will soon be unsupported.   Four database servers are running NT4, which will be unsupported at the end of 2004.  Nearly all of the remaining database servers are running Windows 2000, which goes into extended support in June 2005.

5. Backups for several production databases are not current and transaction log backups are not performed on all production databases.  

6. Highly privileged server and database roles are not tightly controlled.   
Scorecard
	#
	Score
	Result
	Finding
	Description
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	Non Compliance
	SQL Server Licensing
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	Partial Compliance
	Change, Configuration, and Release Management
	Production changes are implemented manually rather than through tested and repeatable implementation scripts.  Run books and standard configurations do not exist for SQL Servers.
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	Non Compliance
	Security Administration
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	Partial Compliance
	System Administration
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	Partial Compliance
	Monitoring and Control
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	Partial Compliance
	Capacity and Storage Management
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	Compliance
	Problem and Incident Management
	

	8
	[image: image8.png]



	Compliance
	Service Management


	


Confidential
Page 15
9/5/2005

